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Overall Conclusion
The Health and Human Services Commission
(Commission) did not fully comply with state
requirements to manage and monitor the
Telecommunications Managed Services (TMS)
contract audited to help ensure that the
contractor performed according to the terms
of the contract and contractor billings were
valid and supported.
The Commission awarded the TMS contract to
AT&T Global Services (AT&T) for an initial
term of August 29, 2008, through August 29,
2013, with the option to renew it for up to
four more years. The initial total cost of the
contract was $47,948,920. On September 1,
2011, the Commission amended the contract’s
cost to $80,633,059. In September 2013, the
Commission extended the contract’s term
through August 31, 2015, and increased the
contract’s cost to $105,000,000 effective
September 1, 2013.
The Commission did not adequately monitor
and enforce the terms of the contract or
adequately review payments. In addition, the
Commission did not adequately estimate the
contract’s cost during planning or ensure that
employees adequately completed conflict of
interest forms. However, the Commission
generally complied with the majority of contract
planning and procurement requirements that
auditors reviewed, and it ensured that the
contract contained all required essential
contract terms.

Background Information on the
Telecommunications Managed Services (TMS)
Contract
The purpose of the TMS contract audited is to
provide telecommunications services to all five
health and human services agencies. The contract
covers three categories of telephone systems:




Category 1 is a leased telephone system from
AT&T Global Services (AT&T).
Category 2 is a telephone system owned by the
health and human service agencies.
Category 3 is a telephone system that is at or
near the end of its useful life and is no longer
supported by the equipment manufacturer.

According to the contract, most of the Commission’s
existing telephone systems fall into Category 3 and
are supported internally or by AT&T on a time and
materials basis under the terms of the contract
audited.
Telecommunication services include services such as
moves, additions, or changes to a telephone
handset; time and material costs for repairs; and
special projects, such as setting up new phone sites.
Source: The Health and Human Services Commission.

Contract Management Processes


Planning – Identify contracting objectives and
contracting strategy.



Procurement – Fairly and objectively select the
most qualified contractors.



Contract Formation/Rate/Price Establishment –
Ensure that the contract contains provisions that
hold the contractor accountable for producing
desired results, including all relevant terms and
conditions, and establish processes that are
cost-effective and aligned with the cost of
providing goods and services.



Contract Oversight – Monitor and enforce the
terms of the contract.

Source: State of Texas Contract Management Guide,
Version 1.3.

This audit was conducted in accordance with Texas Government Code, Sections 321.0131 and 321.0132.
For more information regarding this report, please contact Angelica Ramirez, Audit Manager, or John Keel, State Auditor, at (512) 9369500.
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There were deficiencies in the Commission’s payment processes.
The Commission did not adequately review payments to verify that they were
supported, were for items within the scope of the contract, and were for the
appropriate amounts. That resulted in payments to the contractor for items that
were out of scope and incorrect payment amounts. In addition, the Commission
did not review contractor invoices to determine whether discounts due to the
Commission were applied according to the contract terms.
The Commission cannot determine the total amount expended for the TMS
contract.
In addition, the Commission did not adequately track transactions related to the
TMS contract. Inconsistent processing of purchase orders and not entering key
data into the Commission’s accounting system, such as the contract number and/or
purchase order number, limits the Commission’s ability to determine whether
certain expenditures are related to the TMS contract. In addition, financial
information in the Commission’s contract tracking system for the TMS contract is
not complete, largely because information is missing from the Commission’s
accounting system. As a result, the Commission cannot provide a supportable total
amount spent on the TMS contract because there may be unidentified transactions
related to the contract.
Using data provided by two divisions within the Commission, auditors calculated
that the Commission spent at least $72,514,646 on the TMS contract from August
29, 2008, through June 30, 2014. However, the actual total may be higher than
that amount because of the weaknesses discussed above.
The Commission did not verify the accuracy of contractor-provided
information. The Commission did not verify the accuracy of contractor-provided
monitoring reports. For example, the contractor reported that it met the
performance standard for responding to and completing repairs and help desk
tickets for all 12 months tested. However, auditors determined that the contractor
did not meet that performance standard for any of the 12 months tested. In
addition:


The Commission did not adequately monitor or verify the contractor’s
calculations of labor hours and use of credits to ensure that they were
accurate and complied with contract terms. Incorrect calculations could
subject the Commission to a potential liability.



The Commission did not adequately monitor contract deliverables to ensure
that they are received and reviewed.

The Commission did not adequately determine the contract’s cost.
The Commission did not develop a contract cost model to determine the original
contract cost. In documentation submitted to the State’s Contract Advisory Team
in June 2007, the Commission reported an initial cost estimate for the TMS
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contract of $1,000,000. However, the contract was executed on August 29, 2008,
with a total cost of $47,948,920. The Commission has subsequently approved
contract amendments increasing the contract’s price. The most recent
amendment increased the contract’s price to $105,000,000 effective September 1,
2013.
The Commission did not ensure that employees adequately completed conflict
of interest forms.
Thirteen (68 percent) of 19 Commission employees signed conflict of interest
forms. One employee had a clear conflict of interest, but that employee, who was
a member of the evaluation team, did not disclose that conflict on the signed
form. That employee also served as the initial contract manager and had
previously worked for the contractor. In addition, the Commission’s contract
manager during fiscal year 2014 also was a former employee of the contractor and
was responsible for approving payments to the contractor.
The Commission generally complied with the majority of planning requirements
that auditors reviewed.
The Commission had adequate policies and procedures for contract planning. It
also developed a communication plan for internal and external stakeholders. In
addition, Commission management properly approved the posting of the
procurement and solicitation documents related to the contract.
The Commission selected a procurement method—issuing a request for proposal
(RFP)—that complied with the State of Texas Contract Management Guide.
In addition, the Commission provided the RFP to the Contract Advisory Team as
required. The Commission conducted a vendor conference and complied with
requirements to advertise its solicitations, required vendor conflict of interest
disclosures, and required vendors to submit Historically Underutilized Businesses
(HUB) subcontracting plans.
Auditors communicated other, less significant issues related to contract
documentation and information technology to the Commission separately in
writing.

Summary of Management’s Response
The Commission’s responses included plans to implement processes to address the
recommendations in this report, with the exception of the recommendation to
review all past invoices noted on page 3 of this report. The Commission plans to
review a sample of prior invoices, rather than all invoices. The Commission’s
detailed management responses are presented immediately following each set of
recommendations in the Detailed Results section of this report.
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Summary of Information Technology Review
Contract information in the Health and Human Services Contract Administration
Tracking System (HCATS) and the Health and Human Services Administrative
System (HHSAS) was not reliable for the purposes of this audit. Contract
information for the TMS contract was not complete in those two systems because
data was missing from HHSAS, which is used to populate HCATS. Auditors identified
$25,995,800 in payments for the TMS contract that were not included in HCATS. In
addition, key contract data in HHSAS was not complete or left blank.

Summary of Objectives, Scope, and Methodology
The objectives of this audit were to determine whether the Commission:


Planned, procured, and established selected contracts for goods and services
in accordance with applicable statutes, rules, Office of the Comptroller of
Public Accounts (Comptroller’s Office) requirements, and state entity
policies and procedures to help ensure that the State’s interests were
protected.



Managed and monitored selected contracts for goods and services to help
ensure that contractors performed according to the terms of the contracts
and that contractor billings were valid and supported, in accordance with
applicable statutes, rules, Comptroller’s Office requirements, and state
entity policies and procedures.

The scope of this audit covered the TMS contract from its inception in fiscal year
2008 through February 2014. The audit concentrated on all phases (planning,
procurement, contract formation, and contract oversight) of the contracting
process.
The audit methodology consisted of collecting and reviewing procurement
documentation; conducting interviews with Commission staff; reviewing statutes,
rules, Comptroller’s Office requirements, and Commission policies and procedures;
and performing selected tests and other procedures.
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Detailed Results
Chapter 1

The Commission Did Not Appropriately Monitor the TMS Contract
The Health and Human Services Commission (Commission) did not
appropriately monitor AT&T Global Services (AT&T), the contractor for the
Telecommunications Managed Services contract (TMS contract). There were
deficiencies in the payment process for the TMS contract, and the
Commission did not adequately determine the contract costs. As a result, the
Commission made payments for items that were not supported or appropriate,
and it could not provide the total amount paid for the contract. In addition, the
Commission did not verify the accuracy of contractor-provided monitoring
reports or reported contractor performance. Although the Commission
received monthly, quarterly, and annual deliverables related to the TMS
contract, the Commission lacked processes to effectively monitor those
deliverables.
Chapter 1-A

The Commission Did Not Adequately Review Payments
The Commission did not have an adequate payment review process related to
portions of the TMS contract. As a result, it made payments to the contractor
for items that were out of scope and paid incorrect amounts. Although the
Commission’s payment process required that the contract manager and
accounts payable manager review and approve all payments, it did not require
any verification that the Commission received the deliverables before
finalizing the payment.
The TMS contract inappropriately served as an umbrella contract under which
several departments within the Commission purchased telecommunications
equipment and services without centralized approval. According to
Commission management, regional offices could use the TMS contract as a
“purchase vehicle” for paging systems. However, those purchases were
outside of the scope of the contract. Eight (27 percent) of 30 randomly
selected payments that auditors tested that were for paging equipment. The
total amount paid for those items was $3,411.
In addition, the Commission did not have a process to verify that a discount
was applied before payment was made. According to the TMS contract, the
Commission should have received discounts of between 40 percent and 60
percent on certain equipment. Auditors tested 19 payments that had discounts
applied and determined that 10 (53 percent) of the discounts were not applied
correctly. Specifically:
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Nine payments tested did not receive the contracted discount. The
discounts applied ranged from 8 percent to 37 percent.



One payment lacked supporting documentation; therefore, auditors could
not determine the discount applied.

The prices of the same equipment were not consistent throughout the term of
the TMS contract. Of the 30 randomly selected payments tested, 9 (30
percent) contained examples of price differences for the same equipment. The
differences included 29 price increases and 5 price decreases for the same
equipment and ranged from a 1 percent difference to a 190 percent difference,
with an average of a 42 percent difference in pricing. For example, the
Commission paid up to 190 percent more for one piece of equipment from
November 2010 to February 2012. The Commission stated that it did not
verify equipment prices against an independent, third-party source until the
beginning of calendar year 2013.
Auditors used professional judgment to select an additional 37 payments for
testing. Of those 37 payments, 4 (11 percent) were not supported and
contained errors in the payment calculations. Three of those 4 payments
resulted in underpayments of $7,162 to the contractor. One of those 4
payments resulted in a $4,851 overpayment to the contractor.
Additionally, auditors tested 18 purchase orders and 40 purchase requisitions
that are required to initiate a purchase order and determined that:


Seventeen (94 percent) of the 18 purchase orders tested were approved by
a certified Texas procurement manager as required.



Twelve completed purchase orders lacked a pre-requisition form, which
provides an item/service description, quantity, estimated cost, and total
estimated cost. Without consistently maintaining supporting
documentation, the Commission may not know how much it is obligated
to pay.



Eight (20 percent) of the 40 purchase requisitions tested did not have
supporting documentation to indicate why the purchase was necessary.

Recommendations

The Commission should:


Develop a process to verify that it received deliverables before finalizing
payment to the contractor.



Ensure that all payments for equipment and services rendered are within
the scope of the contract by having the existing contract manager review
the purchase order, with an additional supervisory review.

An Audit Report on the Telecommunications Managed Services Contract at the Health and Human Services Commission
SAO Report No. 15-017
December 2014
Page 2



Develop a process to monitor equipment pricing on all contracts and to
verify that discounts are verified and applied correctly.



Review all past invoices to determine whether it is owed a refund for
additional discounts that should have been applied on equipment
purchased.



Maintain supporting documentation for:





All payments to contractors to help the Commission verify the
accuracy of the payments.



All purchase orders for services and equipment, including a
justification for why the purchase was necessary.

Ensure that a certified Texas procurement manager approves purchase
orders.

Management’s Response

HHSC formed a Contract Management Workgroup in July 2013 to develop an
enterprise-wide Contract Management and Risk Assessment Manual. The
manual will formalize and include comprehensive contract management
policies and procedures, universal guidelines, best practices, and standards
that will apply to HHSC and all enterprise agencies in accordance with H.B.
3648 and S.B. 1681, 83rd Legislature, Regular Session, 2013. In addition,
Procurement and Contracting Services (PCS) Contract Oversight and Support
will be implementing quality assurance monitoring and providing training on
best practices to contract managers, including appropriate review of
contractor payments, across HHSC and all enterprise agencies to facilitate
compliance with the manual and identify opportunities for improvement.
Within 90 days of the manual's publication, HHSC Enterprise Customer and
Support Services (ECSS) will initiate review, and revise as necessary, its
Operations Policy Manual for monitoring the Telecommunications Managed
Services (TMS) contract to ensure it is in compliance with the Contract
Management and Risk Assessment Manual.
In addition, ECSS is in the process of hiring a contract administration
manager who will perform monitoring, oversight, and quality assurance
activities to ensure that ECSS contracts are managed appropriately.
ECSS will review a sample of prior invoices to assess the effort necessary to
review and the potential financial benefit of reviewing prior invoices. ECSS
will consider the results of the review and determine whether all prior
invoices will be reviewed internally or outsourced to a third party, and
whether based on the review, a comprehensive review or a limited review
should be conducted.
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PCS has strengthened its quality assurance processes and procedures to
ensure that purchases are approved by an individual with the appropriate
certification. These revised procedures were communicated to all PCS as
part of its 2014 annual conference.
Estimated Completion Date:
February 2015

Hire Contract Administration Manager

March 2015

Issue Contract Management and Risk Assessment
Manual

March 2015

Conduct prior invoice assessment

June 2015

Review Operations Policy Manual

August 2015

Revise Operations Policy Manual

August 2015

Complete review of all prior invoices, if cost-effective

September 2015

Implement quality assurance activities

Title of Responsible Person:
Director, HHSC IT Enterprise and Customer Support Services
Deputy Executive Commissioner for Procurement and Contracting Services

Chapter 1-B

The Commission Could Not Determine the Total Amount Expended
for the TMS Contract and Did Not Ensure That Contract
Amendments Were Adequately Supported
The Commission did not consistently track transactions related to the TMS
contract. As a result, it could not provide the total amount paid for the
contract. According to the Commission’s Contracting Processes and
Procurement Manual, a payment to a contractor is initiated by a requisition.
The requisition goes through multiple internal approvals by division/program
staff and purchasing staff before the accounts payable division issues a
payment. The contractor’s information is then entered into the Health and
Human Services Administrative System (HHSAS). The accounts payable
division verifies within HHSAS that funds are available to make purchases for
goods and services and pays the contractor.
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Auditors calculated that the Commission spent at least $72,514,646 on the
TMS contract from August 29, 2008, through June 30, 2014. However, the
actual total may be higher than that amount.
While it had a process for approving contract payments, the Commission’s
inconsistent processing of purchase orders and omission of key data from its
accounting system, such as the contract number and/or purchase order
number, limits the Commission’s ability to determine whether certain
expenditures are related to the TMS contract. As a result, the Commission
cannot provide a supportable total amount spent on the TMS contract because
there may be unidentified transactions related to the contract.
HHSAS has several items that can be used to identify payments, including the
contract number, purchase order number, and department identification
number. The Commission did not use any one field consistently to track the
payments, and the information in HHSAS was not complete. Of 756 HHSAS
transactions identified as TMS contract payments, 248 (32.8 percent)
transactions, which accounted for $25,971,611 in payments, did not have a
contract number listed and 41 (5.4 percent) transactions, which accounted for
$1,554,224 in payments, did not have a purchase order number.
Financial information in the Health and Human Services Contract
Administration Tracking System (HCATS) for the TMS contract is not
complete because data is missing from HHSAS, which is used to populate
HCATS. Auditors identified $25,995,800 in payments for the TMS contract
that were not included in HCATS.
Recommendations

The Commission should:


Ensure that accounting data related to contracts is complete and accurate
in all information systems containing contract information.



Periodically reconcile contract accounting information HCATS with the
data in HHSAS.

Management’s Response

Beginning in February 2014, Fiscal Management returns requests for
payments to the requestor when a purchase order is not referenced in the
Health and Human Services Accounting System (HHSAS) for those goods or
services being purchased that require one. Requestors are asked to obtain a
purchase order before payment will be processed.
HHSAS is the financial system of record, while the Health and Human
Services Contract Administration Tracking System (HCATS) is a contract
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tracking system that is populated by information contained in HHSAS. A
reconciliation process that involves ensuring HHSAS and HCATS are in
agreement will not necessarily address the issue of HHSAS not containing
accurate and complete purchase order or contract number with each
payment.
PCS will formulate and issue a policy that provides guidance to HHSC and
enterprise agency contract managers to periodically review the accounting
data related to their contracts in HHSAS to ensure that it is complete and
accurate. Additional periodic comparisons are performed to confirm HCATS
data was updated accurately from HHSAS.
Estimated Completion Date:
March 2015

Implement policy to provide guidance to contract
managers

Title of Responsible Person:
Deputy Executive Commissioner for Procurement and Contracting Services

Chapter 1-C

The Commission Does Not Verify the Accuracy of Contractorprovided Monitoring Reports or Adequately Monitor Contractor
Performance
Service Level Agreement
The service level agreement for the TMS
contract is a document that defined the
required service levels the contractor must
provide for the Commission’s voiceprompted telephone systems, and it set
restoration time dependent on severity of
an outage and/or the number of stations
needed to be moved or added. When the
restoration time was not met, the
Commission was entitled to a service
credit. The contractor was required to
perform to the levels established in the
service level agreement and report on its
performance on a monthly basis.
Source: The Commission’s service level
agreement for the TMS contract.

Monthly Detail Report
The contractor must submit a monthly
report to the Commission detailing all help
desk and repair ticket activity by type of
ticket, severity level (if applicable),
location, date received and completed, and
number of hours required to complete the
service.
Source: Amendment 1 to the TMS contract.

The Commission did not effectively use the monitoring reports
required by the contract because it did not verify the accuracy of
the information that the contractor self-reported in its Service
Level Agreement Summary Reports. As a result, there is an
increased risk that errors are not identified or corrected and that
the Commission is not effectively evaluating the contractor’s
performance or quality of work.
Auditors randomly selected 13 of 63 months for testing. The
performance reports for one month selected for testing were not
available. Auditors identified several errors in the Service Level
Agreement Summary Reports for the other 12 months tested.
Specifically:
The information in the contractor’s Service Level Agreement
Summary Reports for repairs, moves, additions, or changes for
telephones differed from the contractor-prepared Monthly Detail
Reports (see text box for information about the Service Level
Agreement and Monthly Detail Report). For 6 (50 percent) of the
12 months tested, the reported percent that the contractor met the
required restoration times differed between the Service Level
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Agreement Summary Reports and the Monthly Detail Reports. For
example, the May 2010 Service Level Agreement Summary Report stated
that the contractor met the restoration times for 96.1 percent of the help
desk and repair tickets, while the Monthly Detail Report for the same time
period stated that the contractor met the restoration times for 94.7 percent
of the help desk and repair tickets.


For 2 (17 percent) of the 12 months tested, the contractor’s Monthly Detail
Reports did not support the Service Level Agreement Summary Reports’
information on response times.



For all 12 months tested, there were differences between performance
metrics calculated by auditors and those reported by the contractor. The
contractor reported that, for all 12 months tested, it met the performance
standard of responding to and completing 95 percent of the repairs and
help desk tickets within the time frames stated in the service level
agreement. However, based on the information in the Monthly Detail
Reports, auditors calculated that, for the 12 months tested, the contractor
responded to and completed only 73 percent to 84 percent of the requested
repairs and help desk tickets within the required time frames. As a result,
the contractor did not meet the performance standards for any of the 12
months tested.
In addition, the Commission did not verify that the contractor’s Monthly
Detail reports were supported by the daily ticket logs that track repairs,
moves, additions, and changes to the phone systems for 22 (18 percent) of
120 daily ticket logs tested.

The Commission also did not maintain documentation to support help desk
and repair tickets. Specifically:


The Commission did not create or maintain internal monitoring documents
for tracking help desk and repair tickets opened and completed each
month. Furthermore, the Commission could not provide the contractorsupplied documentation for help desk and repair tickets opened and
completed for 5 (38 percent) of 13 months tested.



The Commission could not provide support for any of the 60 repair tickets
tested that the contractor originated, or for 36 (60 percent) of 60 repair
tickets tested that the Commission originated. In addition, the
Commission did not have a process to track the repair tickets that the
contractor originates.

The Commission is not monitoring to verify that the contractor correctly identified
performance deficiencies. The Commission’s Contracting Processes and

Procedures Manual states that the Commission should initiate a corrective
action plan if a contractor is determined to be in noncompliance with contract
terms. Although the contractor reported, as of June 2014, that it had not met
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the requirements in the service level agreement for 33 of 57 months, the
Commission requested only one corrective action plan during that time period,
which was in January 2014. The contractor provided a draft of the corrective
action plan in April 2014 that would address all identified performance
deficiencies. However, as of June 2014, the Commission had not developed
monitoring processes to verify that the contractor implemented the corrective
action plan.
The Commission also did not adequately monitor or verify the contractor’s
calculations and use of contract credits to verify that they were accurate and
complied with contract terms.
The Commission did not report contract performance deficiencies to the Office of the
Comptroller of Public Accounts as required. According to the Title 34, Texas

Administrative Code, Section 20.108, state agencies must report a contractor’s
performance on any purchase of $25,000 or more from contracts the Office of
the Comptroller of Public Accounts administers or any other purchase made
through agencies’ delegated authority. The Office of the Comptroller of
Public Accounts maintains a vendor performance tracking system that
measures vendor performance in the areas of commodity delivery and service
delivery. By not reporting deficiencies to the Office of the Comptroller of
Public Accounts, the Commission increases the risk that other state agencies
may select vendors with previous performance issues.
The Commission did not consistently calculate liquidated damages for identified
deficiencies. As of June 2014, the contractor calculated a total of $114,119

in
liquidated damages, which represented 0.16 percent of the total payments the
Commission made to the contractor from December 2008 through August
2013. The Commission had not calculated liquidated damages since August
2013.
Recommendations

The Commission should:


Verify any deliverable and any performance report provided by the
contractor for accuracy and compliance with the contract. Specifically, it
should:


Ensure that Service Level Agreement Summary Reports reconcile with
the contractor’s Monthly Detail Reports.



Maintain all supporting documentation related to contractor
performance and deliverables.



Verify all contractor calculations related to performance.
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Develop a corrective action plan for the contractor for all identified
noncompliance with contract terms, and monitor to verify that the
contractor implements each plan.



Report contractor performance deficiencies to the Office of the
Comptroller of Public Accounts as required by the Texas Administrative
Code.



Ensure that liquidated damages are calculated, reported, and collected in a
timely manner.

Management’s Response

ECSS is monitoring a contractor corrective action plan developed in January
2014, to verify its full implementation. In addition, in September 2014 HHSC
recommitted to reviewing contractor performance in a variety of different
meetings such as (a) weekly change management meetings, (b) Service Level
Agreement Dispute review meetings, (c) monthly executive touchpoint
meetings, and (d) quarterly service delivery meetings.
While HHSC already utilizes the Comptroller's Vendor Performance Tracking
System to report contractor performance, it will, in conjunction with
implementation of the Contract Management and Risk Assessment Manual,
strengthen policies and procedures and formalize management reporting,
including expanding the use of the Vendor Performance Tracking System to
report contractor performance and instances of repeated noncompliance.
Estimated Completion Date:
August 2015

Verify implementation of corrective action plan

Title of Responsible Person:
Director, HHSC IT Enterprise and Customer Support Services
Deputy Executive Commissioner for Procurement and Contracting Services

Chapter 1-D

The Commission Lacks Processes to Adequately Monitor Contract
Deliverables
As of January 2014, the Commission was not effectively monitoring
contractor performance to verify that the contractor was meeting performance
standards. Instead, the Commission relied on the contractor to report whether
it was meeting specific contractor requirements. The Commission did not
maintain separate documentation to verify that the contractor-created reports
were accurate and complete. Specifically:
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A help desk ticket is a request for
the addition, move, replacement,
or removal of one or more
telephone handsets.

Repair Ticket
A repair ticket is a request for
repairs stemming from an
equipment- or infrastructurerelated failure causing an
interruption in services. Repair
tickets are classified as Severity 1,
Severity 2, or Severity 3 depending
on the functional ability of the
affected units.

Daily Ticket Log
A daily ticket log is a repository of
all help desk tickets and repair
tickets received by the contractor’s
help desk for a given day, including
basic information about the client
location and services requested.



Ninety-six (80 percent) of 120 monthly help desk and repair
tickets tested lacked supporting documentation, such as an email or
verification from the contractor that the ticket was completed and
closed (see text box for more information on help desk and repair
tickets).


Help Desk Ticket

The Commission did not ensure that regional employees
consistently documented reviews of help desk and repair tickets.
Specifically, 11 (9 percent) of 120 help desk and repair tickets tested
did not indicate whether the regional employees approved or
disputed the work completed. That is important because if the
Commission disputed the work completed and the contractor agreed
with the dispute, the Commission would receive a credit on a future
invoice.


The Commission could not provide daily ticket logs for January
2011 through March 2011 (see text box for more information on
daily ticket logs).


The Commission did not always have supporting documentation for
special projects, which included requests for moves, additions, or changes
consisting of more than 10 telephones. Specifically, 22 (17 percent) of the
129 special projects tested, the Commission did not have the forms that
initiated a change request.

In addition to not effectively verifying contractor performance, the
Commission did not create a contract monitoring plan identifying the contract
deliverables. According to the Commission’s Contracting Processes and
Procedures Manual, the contract manager must develop a comprehensive
contract monitoring plan during the planning or procurement phase, and the
plan must be implemented no later than 90 days after a contract’s execution.
The contract monitoring plan must document the procedures used to identify
the deliverables associated with the contract and describe the regular
monitoring of contract performance.
Monitoring contractor performance is important because, as of February 2014,
the Commission was spending more than $800,000 per month for services
related to its telephone systems.
Recommendations

The Commission should:


Monitor contractor performance to verify that the contractor meets the
requirements as stated in the contract, including:


Verifying that the contractor completed help desk and repair tickets.
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Ensuring that supervisory reviews of help desk and repair tickets are
completed.



Maintaining ticket logs and change requests as required by the
Commission’s record retention schedule.

Complete a contract monitoring plan as required by its Contracting
Processes and Procedures Manual.

Management’s Response

ECSS’s Operations Policy Manual currently serves as the Contract
Monitoring Plan for the TMS contract. The Operations Policy Manual will be
updated, in coordination with the re-procurement of the TMS contact, to
ensure monitoring efforts are appropriate and effective for the subsequent
contract.
Estimated Completion Date:
August 2015

Revise Operations Policy Manual

Title of Responsible Person:
Director, HHSC IT Enterprise and Customer Support Services
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Chapter 2

The Commission Did Not Adequately Determine the TMS Contract’s
Cost; However, It Generally Complied with Other Contract Planning
and Procurement Requirements
While the Commission generally complied with contract planning and
procurement requirements, it could not provide documentation that it
developed a contract cost model to determine the original TMS contract cost.
The Commission’s Contracting Processes and Procedures Manual requires
that a cost/benefit analysis be performed in addition to identifying the
preliminary budget and preparing an initial cost estimate. In addition, the
Commission did not have support for the contract amendments that increased
the TMS contract price. The Commission also did not comply with certain
conflict of interest and nondisclosure requirements. One former Commission
employee, the initial contract manager, had a clear conflict of interest with the
contractor that was not disclosed.
Chapter 2-A

The Commission Did Not Adequately Determine the Contract’s Cost
The Commission could not provide documentation that it developed a contract
cost model to determine the original contract cost. In documents it submitted
to the State’s Contract Advisory Team in June 2007, the Commission included
an initial cost estimate for the TMS contract procurement of $1,000,000.
However, on August 29, 2008, the contract was executed for $47,948,920.
The Commission’s Contracting Processes and Procedures Manual requires
that a cost/benefit analysis be performed, in addition to identifying the
preliminary budget and preparing an initial cost estimate. According to the
Commission, it was unable to provide documentation supporting its
methodology for the initial $1,000,000 estimate because the Commission did
not retain that documentation, and the initial cost estimates were considered
planning documentation and were not required to be retained under its records
retention schedule.
In addition, the Commission did not have support for the contract amendments
that increased the TMS contract cost to $105.0 million as of September 1,
2013. Specifically, the Commission did not create a detailed analysis or
budget to support the contract price increases approved in the contract
amendments. Table 1 on the next page lists the original contract cost and the
approved amendments to the TMS contract and their related cost increases.
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Table 1

Approved Amendments to the TMS Contract
Action Item

Effective Date

Original Contract

August 29, 2008

Amendment 1

Cost Increase

Total Contract
Cost

Not applicable

$ 47,948,920

September 1, 2009

None

$ 47,948,920

Amendment 2

September 1, 2011

$32,684,139

$ 80,633,059

Amendment 3

September 1, 2013

$24,366,941

$105,000,000

The Commission also did not obtain all required approvals for the contract
amendments until after the amendments’ effective dates. Specifically, each of
the three contract amendments was signed 9 to 160 days after the effective
date of the amendment. According to the Commission’s Contracting
Processes and Procedures Manual, contract amendments should be routed to
certain agency staff before they are executed. In addition, the Commission did
not retain all supporting documentation for Amendment 3 in compliance with
its records retention schedule. Specifically, the Commission did not have a
contract routing form, which would have contained the signed approvals of
the contract manager, division/program staff, and chief of staff/general
counsel. According to the Commission’s Contracting Processes and
Procedures Manual, the division/program should forward the contract
amendment, including all supporting documentation, to the Enterprise
Contract and Procurement Services Contract Repository. According the
Commission’s records retention schedule, contract documentation should be
retained for up to four years after the contract expires.
Recommendations

The Commission should:


Document its planning process for all contracts, including a completed
cost estimate.



Ensure that it develops and maintain support for all contract amendments,
included support for any changes to the contract amount.



Develop detailed justifications for contract price increases and maintain all
supporting documentation according to the Commission’s record retention
schedule.



Ensure that all contracts and amendments are signed before their execution
date and maintain all supporting documentation related to those contracts
and amendments as required by the Commission’s record retention
schedule.
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Management’s Response

HHSC is developing an enterprise-wide Contract Management and Risk
Assessment Manual, and will be implementing quality assurance monitoring
and providing training on best practices to contract managers across HHSC
and all enterprise agencies to facilitate compliance with the manual and
identify opportunities for improvement, including methods for estimating
contract costs.
Estimated Completion Date:
March 2015

Issue Contract Management and Risk Assessment
Manual

September 2015

Implement quality assurance activities

Title of Responsible Person:
Deputy Executive Commissioner for Procurement and Contracting Services

Chapter 2-B

The Commission Generally Complied with Other Contract Planning
Requirements
The Commission conducted planning for the contract, including creating
project objectives, identifying assumptions and constraints, and identifying
project needs. Auditors determined that the Commission identified the
following project objectives:


Financial Economy – That includes establishing methods of finance for
the project, identifying costs for the Legislative Appropriations Request,
and targeting potential cost savings.



Operational Efficiency – That includes addressing problems with the
Commission’s voicemail system, providing telecommunications services
that did not exist at the time of the contract’s initiation, and improving the
Commission’s ability to deliver services to its customers.



Technical Effectiveness – That includes developing short- and long-term
strategies for meeting the needs of the health and human services agencies,
such as a migration from existing and outdated technologies to newer
technologies.

The Commission was able to identify key assumptions regarding the project,
such as disaster recovery requirements. Among the key constraints identified
was that the Legislature had to approve funding for the TMS contract. In
addition, within the project scope, the Commission identified project needs

An Audit Report on the Telecommunications Managed Services Contract at the Health and Human Services Commission
SAO Report No. 15-017
December 2014
Page 14

and completed a preliminary risk assessment that identified project risks that
would need to be monitored.
Commission management properly approved the posting of the procurement
and solicitation documents regarding the TMS contract. Specifically, the
Commission:


Posted the solicitation to the Electronic State Business Daily and properly
advertised the solicitation.



Waited the required number of days before awarding the contract.



Notified the Centralized Master Bidders List vendors about the
solicitation.



Used electronic transmission as the bid solicitation medium.

Chapter 2-C

The Commission Did Not Comply with Certain Conflict of Interest
Requirements; However, It Generally Complied with Other
Contract Procurement Requirements

Only 13 (68 percent) of the 19 employees involved with the solicitation of the
original TMS contract signed a required conflict of interest form. One
employee, the initial contract manager, did not disclose a conflict of interest
on the signed form. That employee had previously worked for the contractor.
Auditors also noted that the subsequent contract manager was a former
employee of the contractor and was responsible for approving payments to the
contractor.1
According to Texas Government Code, Section 2262.004, before a state
agency may award a major contract for the purchase of goods or services to a
business entity, each employee working on the contract must disclose in
writing any relationship the employee has with an employee, a partner, a
major stockholder, other owners of, or a paid consultant with a contractor for
contracts that exceeds $25,000.
The initial contract manager for the TMS contract was also a member of the
bid response evaluation team and had knowledge of scoring weights prior to
proposal evaluations. The initial contract manager’s scores for the bid
responses differed from the other seven evaluators’ scores. However, all
evaluators used the same scoring matrix with the same point scale, and the
calculations for the scores were mathematically accurate.

1

The subsequent contract manager was not required to complete a conflict of interest form. Only employees involved in the
initial solicitation and bid response evaluation stages are required to complete conflict of interest forms.
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In addition, the Commission could not provide nondisclosure agreements for
the 19 employees involved in procurement, bid evaluation, and contract
management for the TMS contract. According to the State of Texas Contract
Management Guide, each member of the procurement team should sign and
submit a nondisclosure statement to the agency’s purchasing department prior
to engaging in any discussion about, or having access to, proposal documents.
The Commission generally complied with contract procurement requirements.

The Commission complied with most contract procurement requirements.
Specifically, the Commission:


Used an appropriate procurement method to solicit the TMS contract by
issuing a request for proposals (RFP). That procurement method complied
with the requirements in the State of Texas Contract Management Guide.



Provided the initial RFP to the State’s Contract Advisory Team (when the
former Texas Building and Procurement Commission was part of that
team) for review as required. The Contract Advisory Team provided
recommendations to improve the RFP, and the Commission incorporated
those recommendations into the RFP.



The Commission conducted a vendor conference and required all
respondents to the RFP to attend, as required by the RFP.



The Commission developed a communication plan as required by the State
of Texas Contract Management Guide. That plan identified internal and
external stakeholders, the types of communication that should be used to
provide updates and other information, how often project information
should be distributed, and how the information should be stored. No time
table regarding the procurement of the TMS contract was noted within the
communication plan; however, the RFP contained a time table for the
procurement.

The Commission included the best value criteria for the procurement of the
TMS contract as specified by Texas Government Code, Chapter 2157.

Specifically, the criteria were included in the solicitation material and
evaluation criteria, and the Commission selected the contractor based on that
criteria. The Commission complied with requirements to advertise its
solicitations, require vendor conflict of interest disclosures, and require the
contractor to complete HUB subcontracting plans. In addition, all 38
subcontracting plans tested included the names of all subcontractors.
However, the Commission did not ensure that Historically Underutilized
Businesses (HUB) subcontracting plans were complete and accurate. Auditors
noted the following errors on the contractor’s HUB subcontracting plans:


Nine (69 percent) of the 13 subcontracting plans tested did not include
subcontractor vendor identification numbers, indicating that the
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Commission did not audit the contractor for compliance with the
subcontracting plans.


For 1 (8 percent) of the 13 subcontracting plans tested, the plan and the
vendor-provided information for reporting period payments to
subcontractors did not reconcile. In addition, for 5 (38 percent) of the 13
plans tested, the subcontracting plan and the vendor-provided information
on year-to-date aggregate payments to subcontractors did not reconcile.

In addition, the Commission did not independently maintain a complete list of
subcontractors for monitoring purposes. As a result, the Commission’s ability
to monitor all contractors and subcontractors may be limited.
Recommendations

The Commission should:


Ensure that all employees involved with purchasing, contract
administration, and contract management disclose any conflicts of interest
and evaluate that disclosure for potential independence issues.



Ensure that all employees involved with purchasing, contract
administration, and contract management complete conflict of interest
forms and nondisclosure forms and maintain those forms for four years
after the contract expiration date.



Ensure that all contracted vendors complete HUB subcontracting plans
and review those plans for completeness and accuracy.

Management’s Response

In accordance with the Procurement Manual issued in October 2010, when
subcontracting opportunities are probable, the HUB Program Office works
with the PCS purchaser and the applicable HHS agency to ensure a HUB
subcontracting plan (HSP) or appropriate language regarding the
subcontracting opportunities is included in the solicitation. All interested
respondents, when responding to a solicitation, must submit a completed HSP
response with their proposals when subcontracting opportunities are
available.
The Contract Management and Risk Assessment Manual will provide
guidance to clarify that all HHSC and enterprise employees who are involved
with purchasing, contract administration, or contract management must
complete conflict of interest and non-disclosure forms.
PCS provided ethics training as part of its quality assurance training at the
2014 PCS annual conference. This training included information on ethics
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policies and responsibilities, as well as required ethics forms including (a)
Texas Comptroller of Public Accounts Conflict of Interest, (b) State Auditor's
Office Nepotism Disclosure, (c) HHSC Acknowledgement of Duties, and (d)
HHSC Nondisclosure and Procurement Integrity. PCS also requires all new
employees to sign required ethics forms and has updated its Procurement
Manual to specify that required ethics forms will be signed at the PCS annual
conference, or no later than November of each year. The documents will be
maintained four years after the contract expiration date in accordance with
records retention schedules.
Estimated Completion Date:
March 2015

Issue Contract Management and Risk Assessment
Manual

Title of Responsible Person:
Deputy Executive Commissioner for Procurement and Contracting Services
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Chapter 3

The TMS Contract Contained All Required Essential Contract Terms,
But It Lacked Additional Terms for Contract Deliverables
The TMS contract contained all required essential contract terms as specified
in the State of Texas of Contract Management Guide. However, it did not
include additional terms related to contract deliverables. Specifically, the
TMS contract did not include the methods to be used to verify that contract
deliverables meet agreed-upon standards, a process to be used to monitor the
quality of the services and products delivered, an acceptance process for
deliverables, and a compensation structure for each deliverable. That
contributed to some of the deficiencies in the Commission’s monitoring of
deliverables discussed in Chapter 1-D.
The TMS contract contained all required essential contract terms.

The TMS contract contained all 20 required essential contract terms as stated
in the State of Texas of Contract Management Guide. In addition, the TMS
contract included six recommended clauses that auditors selected for testing.
The TMS contract contained well-defined information technology-related
provisions, such as identifying quantifiable goals, including best value criteria,
specifying remedies and sanctions for nonperformance, and including vendor
contact information.
The TMS contract did not have a clearly defined process for monitoring and
paying for deliverables.

The TMS contract did not have all elements for deliverables as required in the
State of Texas Contract Management Guide. Specifically, the TMS contract
lacked:


A method or procedure to verify that deliverables met the specified
performance standards.



An acceptance process for each deliverable.



A compensation structure for each deliverable in the contract.

Recommendation

The Commission should ensure that its contracts contain all required elements
for deliverables, including a methodology to review and approve deliverables,
an acceptance process for each deliverable, and a compensation structure for
each deliverable.
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Management’s Response

HHSC is developing an enterprise-wide Contract Management and Risk
Assessment Manual that will include guidance for improving contract terms
related to performance deliverables. In addition, PCS will be implementing
quality assurance monitoring and providing training on best practices to
contract managers across HHSC and all enterprise agencies to facilitate
compliance with the manual and identify opportunities for improvement.
Estimated Completion Date:
March 2015

Issue Contract Management and Risk Assessment
Manual

September 2015

Implement quality assurance activities

Title of Responsible Person:
Deputy Executive Commissioner for Procurement and Contracting Services
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Appendices
Appendix 1

Objectives, Scope, and Methodology
Objectives
The objectives of this audit were to determine whether the Health and Human
Services Commission (Commission):


Planned, procured, and established selected contracts for goods and
services in accordance with applicable statutes, rules, Office of the
Comptroller of Public Accounts (Comptroller’s Office) requirements, and
state entity policies and procedures to help ensure that the State’s interests
were protected.



Managed and monitored selected contracts for goods and services to help
ensure that contractors performed according to the terms of the contracts
and that contractor billings were valid and supported, in accordance with
applicable statutes, rules, Comptroller’s Office requirements, and state
entity policies and procedures.

Scope
The scope of this audit covered the Telecommunications Managed Services
(TMS) contract from its inception in fiscal year 2008 to February 2014. The
audit concentrated on all phases (planning, procurement, contract formation, and
contract oversight) of the contracting process.
Methodology
The audit methodology consisted of collecting and reviewing procurement
documentation; conducting interviews with Commission staff; reviewing
statutes, rules, Comptroller’s Office requirements, and Commission policies
and procedures; and performing selected tests and other procedures.
Data Reliability and Completeness

Contract information in the Health and Human Services Contract
Administration Tracking System (HCATS) and the Health and Human
Services Administrative System (HHSAS) was not reliable for purposes of
this audit. Contract information for the TMS contract was not complete in
those two systems because data was missing from HHSAS, which is used to
populate HCATS. In addition, key contract data in HHSAS was not complete
or left blank. The Uniform Statewide Accounting System was also used to
verify completeness of the data in HHSAS.
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Sampling Methodology

To test the Commission’s payment of contractor invoices, auditors selected
samples through random selection; results may be extrapolated to the
population, but the accuracy of the extrapolation cannot be measured.
Auditors also used professional judgment to select a sample of contractor
invoices for testing. Those sampled payments were not representative of the
population and, therefore, it would not be appropriate to extrapolate the test
results to the population.
To test contractor deliverables, auditors selected samples through random
selection; results may be extrapolated to the population, but that accuracy of
the extrapolation cannot be measured.
Information collected and reviewed included the following:


The TMS contract and associated amendments between the Commission
and SBC Global Services, Inc. (doing business as AT&T Global Services).



Commission policies and procedures, manuals, and applicable rules and
regulations.



Commission solicitation and bid documentation, evaluation criteria and
documentation, major contract questionnaires, and related supporting
documentation.



Commission procurement files, including planning documentation,
purchase requisition forms, purchase orders, approvals, invoices, and other
supporting documentation.



Commission past and present organizational charts for applicable
divisions, and Commission personnel training and certification records
and nondisclosure forms.



Commission reports, workbooks, and spreadsheets used to monitor
contracts and contract costs, including supporting documentation.



Commission contract expenditure data from HHSAS and USAS.



Emails and other documentation that supported information that
Commission employees provided during interviews.

Procedures and tests conducted included the following:


Interviewed employees at the Commission.



Tested whether the Commission followed applicable requirements in the
State of Texas Contract Management Guide and the State of Texas
Procurement Manual.
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Reviewed applicable conflict of interest statements and nondisclosure
agreements.



Tested whether the Commission properly documented bid evaluation
criteria and evaluation scores.



Reviewed the TMS contract to determine whether the Commission
included essential contract terms listed in the State of Texas Contract
Management Guide.



Reviewed the contract and amendments for appropriate authorizations.



Tested criteria the Commission used to evaluate vendor proposals to
determine whether it followed applicable requirements in the Texas
Government Code.



Tested scoring of Commission evaluations to determine whether all
evaluators completed the same scoring matrix and to test mathematical
accuracy.



Tested samples of payments on invoices for appropriate documentation
and whether the payments were within the scope of the contract, had
required approvals, and were made in a timely manner.



Tested samples of deliverables to evaluate the Commission’s monitoring
processes.

Criteria used included the following:


Texas Government Code, Chapters 322, 572, 2054, 2151, 2155-2158,
2161, 2251, 2252, 2261, and 2262.



Title 34, Texas Administrative Code, Chapter 20.



Title 1, Texas Administrative Code, Chapter 391.



State of Texas Contract Management Guide, Versions 1.3 and 1.5.



State of Texas Procurement Manual (version released in 2012 and version
in effect prior to 2012).



Commission policies and procedures.



The State of Texas’s and the Commission’s records retention schedules.

Project Information
Audit fieldwork was conducted from March 2014 through August 2014. We
conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
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perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.
The following members of the State Auditor’s staff performed the audit:


Michael Simon, MBA, CGAP (Project Manager)



Ann E. Karnes, CPA (Assistant Project Manager)



Nathan Beavers



Robert H. (Rob) Bollinger, CPA, CFE



Michael Gieringer, CFE



Michael Goodwin



Valentine A. Reddic



Steven Summers, CPA, CISA, CFE



Dana Musgrave, MBA (Quality Control Reviewer)



Angelica M. Ramirez, CPA (Audit Manager)
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Appendix 2

Original Contract and Related Amendments
Below are copies of the original Telecommunications Managed Services
(TMS) contract and three contract amendments between the Health and
Human Services Commission and AT&T Global Services effective August
29, 2008. Figure 1 is the original TMS contract
Figure 1
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Figure 2 shows Amendment 1 to the original TMS contract that was effective
September 1, 2009.
Figure 2
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Figure 3 shows Amendment 2 to the original TMS contract that was effective
September 1, 2011.
Figure 3
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Figure 4 shows Amendment 3 to the TMS contract that was effective
September 1, 2013
Figure 4
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Appendix 3

State Agencies and Higher Education Institutions That Have Contracts
with AT&T-related Companies and/or SBC Global Services, Inc.
In addition to the Telecommunications Managed Services (TMS) contract
audited at the Health and Human Services Commission (Commission), 13
state agencies and higher education institutions had 32 contracts with AT&Trelated companies and/or SBC Global Services, Inc. for fiscal year 2015.
Table 2 lists the 32 contracts, which total $88,014,717. In addition to the
TMS contract, the Commission has three other contracts with AT&T-related
companies, which totaled $51,404,323, or 58 percent of the total contracted
amount for the 32 contracts listed in Table 2.
Table 2

State Agencies and Higher Education Institutions That Had Contracts with
AT&T-related Companies and/or SBC Global Services, Inc. as of November 2014

Agency or
Higher
Education
Institution

Contract
Number

Vendor

Subject

Award
Date

Initial
Completion
Date

Anticipated
Completion
Date (Includes
Amendments)
as of October
2014

Initial
Contract
Amount

Contract
Amount
(Includes
Amendments)
as of October
2014

Commission on
State Emergency
Communications

Not
Reported

AT&T Corp.

Services for
Poison Centers

September
1, 2014

August 31,
2015

August 31,
2015

$15,000

$15,000

Department of
Aging and
Disability
Services

52900-1000091073

AT&T Corp.

Envision

March 28,
2011

August 28,
2014

August 31,
2015

$584,354

$767,734

Department of
Assistive and
Rehabilitative
Services

538-1177770000000000
280

AT&T Corp.

Data Loss
Prevention

August 24,
2011

March 29,
2014

August 31,
2015

$132,807

$165,418

Department of
Aging and
Disability
Services

539-1592271DIRSDD-2004

AT&T Corp.

SmartNet
Renewal

September
1, 2014

August 31,
2015

August 31,
2015

Department of
Family and
Protective
Services

530-127777-00075

AT&T Corp.

Local Area
Network
Preventative
Maintenance 3-year
Warranty

April 17,
2008

May 2, 2015

May 2, 2015

Department of
Family and
Protective
Services

530-117777-00138

AT&T Corp.

Data Loss
Prevention

March 29,
2011

No Date
Listed

Department of
Family and
Protective
Services

530-157777-00027

AT&T
Teleconference
Services

Fiscal Year
2015 AT&T
Phone
Maintenance

September
1, 2014

Department of
Information
Resources

P12977

AT&T Corp.

Security
Operations
Center Services

September
1, 2011

No Initial
Amount
Listed

$128,704

$16,254

$16,254

August 31,
2015

$1,029,754

$1,338,681

August 31,
2015

August 31,
2015

$408,062

$408,062

August 31,
2016

August 31,
2016

$25,283,010

$25,283,010
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State Agencies and Higher Education Institutions That Had Contracts with
AT&T-related Companies and/or SBC Global Services, Inc. as of November 2014

Agency or
Higher
Education
Institution

Contract
Number

Vendor

Subject

Award
Date

Initial
Completion
Date

Anticipated
Completion
Date (Includes
Amendments)
as of October
2014

Initial
Contract
Amount

Contract
Amount
(Includes
Amendments)
as of October
2014

Department of
Information
Resources

P12978

AT&T Corp.

Network
Operations
Center Services

September
1, 2011

August 31,
2016

August 31,
2016

$1,461,357

$1,461,357

Department of
Information
Resources

1378

AT&T Corp.

Information
Technology
Security

February 7,
2013

August 31,
2016

August 31,
2016

$107,815

$107,815

Department of
Information
Resources

2663

AT&T Corp.

Security
Operation
Center Services

September
1, 2014

August 31,
2015

August 31,
2015

$1,000,000

$1,000,000

Department of
Information
Resources

2682

AT&T Corp.

Maintenance
Network
Security
Monitoring
Analysis

September
1, 2014

August 31,
2015

August 31,
2015

$418,323

$418,323

Department of
Information
Resources

2702

AT&T Corp.

Network
Security
Monitoring
Analysis and
Alerting
Services

September
1, 2014

August 31,
2015

August 31,
2015

$300,000

$300,000

Department of
Information
Resources

2703

AT&T Corp.

Security
Services

September
1, 2014

August 31,
2015

August 31,
2015

$249,816

$249,816

Department of
Information
Resources

2717

AT&T Corp.

Security
Operations
Center Service
Agreement

September
1, 2014

August 31,
2015

August 31,
2015

$1,642,380

$1,642,380

Department of
Information
Resources

2742

AT&T Corp.

Netscout
Renewal

September
1, 2014

August 31,
2015

August 31,
2015

$62,675

$62,675

Department of
Information
Resources

2854

AT&T Corp.

Capitol
Complex
Telephone
System Local
Services

September
1, 2014

August 31,
2015

August 31,
2015

$72,000

$72,000

Department of
Motor Vehicles

608-1400778

AT&T Corp.

Networking
Services

April 2,
2014

March 31,
2015

March 31, 2015

$253,706

$253,706

Department of
Motor Vehicles

608-1400778

AT&T Corp.

Networking
Services

April 2,
2014

March 31,
2015

March 31, 2015

Department of
Public Safety

405-1440014

AT&T Corp.

Change Notice
No. 1

September
1, 2014

August 31,
2015

August 31,
2015

$285,564

$285,564

Department of
State Health
Services

537-117777-01135

AT&T Corp.

Data Loss
Prevention

March 29,
2011

March 29,
2014

August 31,
2015

$637,477

$1,038,430

Department of
State Health
Services

537-147777-00667

AT&T Corp.

Spacenet

November
26, 2013

October 31,
2015

October 31,
2015

$0

$314,273

Not
Reported
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Not Reported

State Agencies and Higher Education Institutions That Had Contracts with
AT&T-related Companies and/or SBC Global Services, Inc. as of November 2014

Agency or
Higher
Education
Institution

Contract
Number

Vendor

Subject

Award
Date

Initial
Completion
Date

Anticipated
Completion
Date (Includes
Amendments)
as of October
2014

Initial
Contract
Amount

Contract
Amount
(Includes
Amendments)
as of October
2014

Department of
State Health
Services

537-157777-00034

AT&T Corp.

Fiscal Year
2015 Renewal
of 73 WIC T1
Lines

September
1, 2014

August 31,
2015

August 31,
2015

$0

$309,772

Health and
Human Services
Commission

529-117777-00411

AT&T Corp.

Data Loss
Prevention

March 29,
2011

March 29,
2014

August 31,
2015

$5,045,363

$12,423,714

Health and
Human Services
Commission

529-147777-00410

AT&T Corp.

Call Centers

January 30,
2014

February 25,
2017

January 29,
2017

Health and
Human Services
Commission

529-157777-00151

AT&T Corp.

Telecommunications
Managed
Services

September
1, 2014

August 31,
2015

August 31,
2015

$0

$6,320,606

Office of the
Attorney
General

305-5-0609

AT&T
Mobility
National
Accounts
LLC

Telecommunications
Equipment and
Services

September
1, 2014

August 31,
2015

August 31,
2015

$358,000

$358,000

Texas A&M
Forest Service

DIR-SDD1777

AT&T
Mobility

Unspecified
Services

April 11,
2012

April 12,
2015

April 12, 2015

$194,006

$194,006

Texas Southern
University

SDD-1368

AT&T Corp.

Provide
Internet
Service for the
Campus

April 20,
2012

May 31, 2015

May 31, 2015

$229,950

$229,950

The University
of Texas
Southwestern
Medical Center

200727

AT&T, Inc.

Network
Services

December
1, 2011

November
30, 2014

November 30,
2014

$64,872

$64,872

The University
of Texas
Southwestern
Medical Center

201664

AT&T Corp.

Network
Services

April 20,
2012

April 19,
2015

April 19, 2015

$51,000

$51,000

The University
of Texas
Southwestern
Medical Center

202079

AT&T Corp.

Network
Services

June 28,
2012

June 27,
2015

June 27, 2015

$24,530

$73,592

No Initial
Amount
Listed

Total of Contract Amounts as of November 2014

$32,660,003

$88,014,717

Source: Information that the agencies self-reported to the Legislative Budget Board. Auditors did not independently verify that information.
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Appendix 4

Related State Auditor’s Office Work
Related State Auditor’s Office Work
Number

Product Name

Release Date

14-035

An Audit Report on Selected Contracts at the Health and Human Services Commission

June 2014

14-555

State of Texas Financial Portion of the Statewide Single Audit Report for the Year
Ended August 31, 2013

February 2014

14-013

An Audit Report on Information and Communications Technology Cooperative
Contracts at the Health and Human Services Commission

December 2013
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Copies of this report have been distributed to the following:

Legislative Audit Committee
The Honorable David Dewhurst, Lieutenant Governor, Joint Chair
The Honorable Joe Straus III, Speaker of the House, Joint Chair
The Honorable Jane Nelson, Senate Finance Committee
The Honorable Robert Nichols, Member, Texas Senate
The Honorable Jim Pitts, House Appropriations Committee
The Honorable Harvey Hilderbran, House Ways and Means Committee

Office of the Governor
The Honorable Rick Perry, Governor

Health and Human Services Commission
Dr. Kyle Janek, Executive Commissioner

This document is not copyrighted. Readers may make additional copies of this report as
needed. In addition, most State Auditor’s Office reports may be downloaded from our Web
site: www.sao.state.tx.us.
In compliance with the Americans with Disabilities Act, this document may also be requested
in alternative formats. To do so, contact our report request line at (512) 936-9500 (Voice),
(512) 936-9400 (FAX), 1-800-RELAY-TX (TDD), or visit the Robert E. Johnson Building, 1501
North Congress Avenue, Suite 4.224, Austin, Texas 78701.
The State Auditor’s Office is an equal opportunity employer and does not discriminate on the
basis of race, color, religion, sex, national origin, age, or disability in employment or in the
provision of services, programs, or activities.
To report waste, fraud, or abuse in state government call the SAO Hotline: 1-800-TX-AUDIT.

